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Â ISO/IEC 27001 ISMS
Â ISO/IEC 27002 ISMS 
Â ISO/IEC 27005 
Â ISO/IEC 27006 /

Â ISO/IEC27000 ISMS
Â ISO/IEC27003 ISMS
Â ISO/IEC27004 27007  ISMS 27008 27011

Â ISO/IEC 15408: Information technology Security 
techniques Evaluation criteria for IT security

:Common Criteria)

IT
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Â ISA- 99 (M&CS

Â IEC/TC65/WG10

Industrial Process Measurement and Control ïNet & 
System Security

Â PCSRF(Process Control Security Requirements Forum)

Â SPP- ICS 
(System Protection Profile - Industrial Control System)
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¸ /
¸ TR
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¸

¸ TR (Technical Report) (2004 2007
¸ ISA TR99.00.01: Security Technologies for Manufacturing and Control Systems (TR1)
¸ ISA TR99.00.02: Integrating Electronic Security into the Manufacturing and Control 

Systems Environment (TR2)
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¸Part 1: ANSI/ISA- 99.00.01- 2007: Terminology, Concepts, and Models 
¸

¸Part 2

¸

¸Part 2: Establishing an Industrial Automation and Control System Security 
Program
¸M&CS
¸

¸

¸Part 3: Operating an Industrial Automation and Control Systems  
Security Program

¸Part 4: Specific Security Requirements for Industrial Automation and 
Control

ISA- 99 IEC 

Part
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¸2009 ₩2010 2008 5 TC65

¸

¸ IEC/TR 62443- 3- 1 2009 5
¸ Industrial communication networks Network and system security Part 3- 1: 

Security technologies for industrial automation and control systems
( 3- 1

)

¸ IEC/TS 62443- 1- 1 (2009 7 )
¸ Industrial communication networks Network and system security Part 1- 1: 

Terminology, concepts and models
( 1- 1

)

¸ IEC 62443- 2- 1 12
¸ Industrial communication networks network and system security Part 2- 1: 

Establishing an industrial automation and control system security program

IEC 
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¸ Part
¸ Terminology, concepts and models

¸ Part 2
¸ Establishing an industrial automation and control system security 

program

¸ Part 3
¸ Operating an industrial automation and control system program

¸ Part 4
¸ Specific security requirements for industrial automation and control 

system

¸ Part 5 ISA- 99 TR00.01
¸ Security technologies for industrial automation and control system

IEC 
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¸

¸ Process Control Security Requirements Forum ( : Pic- Surf)

¸

¸ :NIST (National Institute of Standards and 
Technology)

¸

¸

¸ ISO15408 (Common Criteria for IT Security Evaluation)

¸

¸ 401 32 (2008 10 )
¸ (Rockwell, Honeywell,é) IT (Cisco, SUN, é)

(Exxon Mobil, BP, Dupont, é) (KEMA, é) (NSA, 
, é)
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¸SCP (Security Capabilities Profile)
¸

¸

¸

¸SPP- ICS

¸SPP- ICS (System Protection Profile - Industrial Control System) 

¸ ISO 15408 PP (Protection Profile)
¸ (SCADA, DCS ) PP
¸ SST (System Security Target)
¸ ( ) PP

Industrial Control Systems Joint Working Group (ICSJWG)
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ISA- SP99 PCSF

DHS

INL LOGIIC

XXXX

XXXX

Standard Body

Non- Standard Body

IEC/ TC65

ISO27001
(IEC/ JTC1/ SC27)

ISO15408
(IEC/ JCT1/ SC27)

MUSIC
(Mu Security)

Wuldtech
(BCIT)

PCSRF
NIST)

ISCI

62443)
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2

βCPNI = Centre for the Protection of National Infrastracture

JPCERT/CC = Japan Computer Emergency Response Team 

¸ SCADA

2007 6 JPCERT/CC

¸

2005 10 CPNI( )

2008 6 2
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