M’ M Japan Electric Measuring Instruments
Manufacturers’ Association

2008.11.26

PA FA
WG

X

a HANE ELE":E'JEEI%n

All Rights Reserved. Copyright = Japan Electric ring Instruments Manufacturers' Ass



UEMIMA

2005 4

1. SP99 TR2
2. SPP-ICSverl.0
3.

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

_ JEMIMA

. SICE Annual Conference 2008

 JEITA 2008

UEMIMA

SICE
JEITA

/ JPCERT [o[®°

TP EEA JPCERT 2 —Ff—farad—

|p TR IR

INFORMATION-TECHNOLOGY PROMOTION AGENCY, JAPAN

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



Agenda UEMIMA

MAP

SP99

NIST SPRICS

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



M’ M Japan Electric Measuring Instruments
Manufacturers’ Association

| PART

2008.11.26

PA FA
WG

X

a HANE ELE":E'JEEI%n

All Rights Reserved. Copyright = Japan Electric ring Instruments Manufacturers' Ass



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

T—.

EH%

i

miE




UEMIMA

M&CS

[] NEAR TOLEDO

Davis-
nuclear plant

. N
To"do ﬂ-vnlnu\l

OHIO

Calumbus

Cincinnati
L)

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



M&CS UEMIMA

Windows oS

N E

OS

-

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



M&CS UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



M&CS




M&CS

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



M&CS

UEMIMA

AW |IDN |

3-5

1520

ON)

(ON)

10

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.




UEMIMA

IT

I'T

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

TR—IUANRA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

IR—IAMRA |

ISO/IEC 27001

ISO/IEC 27002
( BS7799)

_ ISO/IEC27003
_ ISO/IEC27004
_ ISO/IEC27005

ISO/IEC 15408 Information technology Security techniques
Evaluation criteria for IT security

:Common Criteria)

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



M&CS UEMIMA

IR—IAMER |

ISA- SP99(M&CS

IEC/TC65/WG10
(Industrial Process Measurement and ControlNet & System

Security)

5

PCSRF(Process Control Security Requirements Forum)

. SPP-ICS
(System Protection Profile- Industrial Control System)

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



M’ M Japan Electric Measuring Instruments
Manufacturers’ Association
PART 2

MAP

2008.11.26
PA FA

WG

a HANE EL%hE'JEEI%n

All Rights Reserved. Copyright = Japan Electric ring Instruments Manufacturers' Ass



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 22



UEMIMA

7*—‘)%)%1&%%\

aUR—RUREA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



IT UEMIMA

IHR—IANRA

A ISO/IEC 27001 ISMS
A ISO/IEC 27002 ISMS
A ISO/IEC 27006 / 2007 3

ISO/IEC27000 ISMS
ISO/IEC27003 ISMS
ISO/IEC27004
ISO/IEC27005
ISO/IEC27007 ISMS

AR—3R MRS

A ISO/IEC 15408: Information technology Security
techniques Evaluation criteria for IT security

:Common Criteria)

> > > > >

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

IHR—IUANRA

A ISA-SP99 (M&CS
A IEC/TC65/WG10

Industrial Process Measurement and ContrblNet &
System Security

aAVR—R MR R

~

A PCSRF(Process Control Security Requirements Forum)

A SPP-ICS
(System Protection Profile- Industrial Control System)

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

5

Manufacturing and Control Systems Security

Manufacturing and Control Systems( M&CS)

TR (Technical Report) (2004

TR

2007

. ISA TR99.00.01: Security Technologies for Manufacturing and Control Systems

(TR1)

. ISA TR99.00.02: Integrating Electronic Security into the Manufacturing and

Control Systems Environment (TR2)

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

Part 1: Scope, Concepts, Models and Terminology
. 2007

5

" Part2

, Part 2: Establishing an Industrial Automation and Control System
Security Program

. 2007 10
_ M&CS

. Part 3: Operating an Industrial Automation and Control Systems
Security Program

. Part 4: Specific Security Requirements for Industrial Automation and
Control

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



IEC/TS UEMIMA

2009 w2010
2008 5 TC65

5

Terminology, concepts and models

Establishing an industrial automation and control system secuiiisgogram

Operating an industrial automation and control system program

Specific security requirements for industrial automation and control
system

Security technologies for industrial automation,and.control. SY.SEeM, s ssocaton



UEMIMA

Process Control Security Requirements Forum ( : Pic- Surf)

:NIST (National Institute of Standards and
Technology)

1ISO15408 (Common Criteria for IT Security Evaluation)

401 32 (2008 10 )
(Rockwell, Honeywed,) IT (Cisco, SUN¢ )
(Exxon Mobil, BP, Duponé, ) (KEMAE ) (NSA,

,€)

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

SCP (Security Capabilities Profile)

, SPP-ICS

SPP-ICS (System Protection Profile- Industrial Control
System)
ISO 15408 PP (Protection Profile)

(SCADA,DCS ) PP
SST (System Security Target)
( ) PP

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 31



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 32



UEMIMA

. sl
UEMIMA £ Ex3nnnnrzs %‘ VN HEJ;!;A@%
7, >K/

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 33



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.

34



UEMIMA

st EmabEE | ke 58 ST A0
B
e 1
{EHhIFEsE CEED MR -5F dFERnEETR b= == Er et 1EM
il TR
\ e R b i
AGA 121 H2
p— ]
MRS
12-2 L a—gt
|_ TR : : T
o i PEICDLNT IS HE
%% E——————
T AFI 1164 il | I
CIDX RS ; i
ont Pavree 1l |
RE1 152
EEREACL ABRTENEERTLIMNTEFLIL HAEIOER - RATE NSZER
L LGS
\!>NERC 2008/5 ol
l// E————
SPoD TR 2004 FE1T Q
D IR TO RREN FERL TS
SPoo TR2
FEED BRI T 0L T SR FEEL T LB

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.

35



UEMIMA

ISA SP99

URL —

JIS

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 36



UEMIMA

SP800-42 “Guideline on Network Security Testing"+
o
EERE: ¢
T A Y S AR R TR U TN ational Institute of Standards and Technology, NIST) +
httpffwww.nist.gov/+
+
“HE +
FybP—oEXa V) F A OBETASFTA0,
PREBREF 2 VF 4 FA TS FAOLEEEME. AARROEY, ¢
(1) R A7 ACHEET AR LB oYy » TEHESBE e
(2) fEEROE 3 = U7 ¢ W] % 2EAR, AE¥E, & Athe
(3) HEOHR D MR EUHET I he

FTHRLUF BT A F VA FACENT, HigE, BRI, R, EMALEECENE

no,
o
"RITEAR: ¢
NIST Special Publication 800-42+
Guideline on Network Security Testing+
HIRE : 2003 4F 10 A+
o
"URL : #
http:ffesre.nist.govipublications/PubsSPs.html+
o
=G JIS B - ¢
e PR

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association. 37



UEMIMA

@ Standard Body
@ Non- Standard Body

1S015408
(IEC/ JCT1/ SC27)

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.

38



UEMIMA

MAP PDF

~ JEMIMA ()

. http://www.jemima.or.jp/

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.

39



M’ M Japan Electric Measuring Instruments
Manufacturers’ Association

| PART 3

~SP99

~NIST SPPICS

2008.11.26
PA FA
WG
A ZIS EL%hﬂ'JEEI%n



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

JEMIMA

iEc Tce5 WG10lSA SP99 cipx

NIST PCSRF

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.




UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

TR1
TR2

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

—
1
1
g o ' 9o :
1
1
/ i
1
1
° @Y F °c @YF # ! o ' 9o

— |

vy S Yy 6. I <
1
/ |

1 v
1
K™ wfi ®J D1 I

0 vesd ! =
1
/ '

1 A 4
|
« fi wd E fi ) !
vy &) — 1

/ : g o ' 9o

1
1
|
1
1

|
All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



s QEMIMA

S I I

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



214 QEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

Intranet
IP-VPN

ERP system I Maintenance PC

I

(e

‘ DNS

e

-

A e R " | MES server
RAS

Factory Network \
L

~

| 1 Plant-B
D

Engineering
orkstation

OPC Server

|| Controller Contr&ler Control Network
[T (T
Fieldbus
H Field Devices . | .
Area of Risk Assessment Field Devices

__________________________________________________________________________________________________________________________________________

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



MES Client

RAS

Controller

RAS
MODEM

RAS

MES Server

RAS

MES Server

OPC Server

Controller

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.




24 JEMIMA

Probability , Criticality)

Remote, Local
Probability

IT
A

OS

Criticality

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows
OS:Windows

Router

W >> 000 W0W0WOmWWoWomw

lwwwmwwwwwwwwmw

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



414 QEMIMA

Mitigation

Access control

Detection

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



I

Analog telephone :

Factory Network

| ant-B —I—— ) Plant-A g

: , S !

i Engineering & OPC Server :

. Workstation :

|| Controller Controller Control Netwo k
T TE-EE :

— — EEEE |

‘ Fieldbus — — !

_ | : | i

Area of Risk Assessment Field Devices Field Devices :

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

Mitigation)
RAID( )

Access control
Factory Network Office Network Firewall
DMZ

AES

Detection
Firewall RAS
MES

All Rights Reserved. Copyright = Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

(
IDS
IPS
" I |
PC
T~ Windows

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

‘ GAP ‘
e ~—
MRCS Ak -2 Ub
_— e RH—
— | D 1/79'V-4 14

; Firewall )

TR~ S~

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

e

| sPRICSVerLo

. SPP-ICS (System Protection Profile Industrial Control System)
. 1S015408 PP(Protection Profile) M&CS
, M&Cs

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

JEMIMA WG
SPRICS

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



UEMIMA

(|

A

A K
4 A K

A

(|

..ol PCSRF SPHCS Verl.0

A

==

A M&CS
AIT
A T

7 1A

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.



JEMIMA

Office network

Plant network(Ethernet)
Plant- A

il

Remote

Router

Plant network(Ethernet) maintenance @ @

M&CS Public Server HMI BEWS S
S\
@ ' Control network
\ s ’ ' '
% DSU — =i _— i 0
b I

)

1

e e e
it PR

Controller/ PLC

el

= e oo 5 il 5
Field network ‘u-.i) RN D
Valve/ Sensor/ Actuator

Valve/ Sensor/ Actuator

Valve/ Sensor/ Actuator

All Rights Reserved. Copyright © Japan Electric Measuring Instruments Manufacturers’ Association.




UEMIMA

Office network

Dsu

Control network

Field network

BE

SPRICS




