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Accesses can be partly restricted.

: Explanation HMI  |Controller . environment
requirement Environment
FAU_GEN. 1 |Record the audit log V V (Firewall) V
FAU _GEN. 2 |Record the user ID in the audit log Vv V (Firewall) V
The violation of the policy can be audited
FAU SAA. 1 l|according to the set rule. Vv V (Firewall)
The audit information can be provided in an
appropriate way for those engaged in the
FAU SAR 1 laudit \Y V (Firewall)

FDP_AGC. 1

AU_OAA. Imple attacks can be detected. V V
When the user data is exported to outside, @ "
FDP_ETC. 1 |access can be properly restricted. Vv
FPT PHP. 1 |Detect the physical attacks. Vv V %'ﬁ‘émap
FPT_PHP. 2 |Notification to the physical attacks. Vv Vv
FPT_RCV. 2 |Automatic recovery. V ©
FPT_RPL. 1 [Detect the replay. Vv Vv
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Function Requirement | Control system vendor Integrator User

FAU_GEN. 1 V V V
FAU_GEN. 2 V V V
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FAU SAR 1 V V
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U_ V V
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